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This paper will review the U.S. and U.K. Agreement to Access Electronic Data for the Purpose of 
Countering Serious Crime and discuss if it balances the need to speedily access electronic data with 
adequate safeguards to prevent arbitrary and unlawful requests. The increase in electronic data for 
all crime types has placed significant pressure on mutual legal assistance resources for countries 
where Internet or online service providers are located. In this digital age, service providers store 
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user. The paper will consider if the U.S./U.K. Agreement to Access Electronic Data for the Purpose of 
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framework to protect users whilst addressing the need to preserve and secure electronic data to 
prosecute the guilty and acquit the innocent. 
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Preface 
On 25 July 2018, 13-year-old Lucy McHugh left her house in Southampton. The next day, her 
body was found in woodland at Southampton Sports Centre, just two miles from her home. 
Two days later, Stephen Nicholson was arrested in connection with her murder and 
suspicion of sexual activity with a child. Police had 96 hours to either charge Nicholson with 
murder or release him on bail, a course of action that could potentially result in him 
tampering with evidence. Nicholson had stayed at McHugh's family home until 'several days 
before she was killed, and police wanted to access messages he had sent to her through 
Facebook. In interview, Nicholson told police that Lucy had sent him a Facebook message 
the night before she was murdered. In that message, Lucy allegedly told Nicholson that she 
was pregnant. This gave police a reason to look more closely at Facebook messages 
between Lucy and a man 11 years her senior. They soon realised that Nicholson had 
changed his password, and access to the Facebook account would require a Mutual Legal 
Assistance Request (MLAR). This process would take months, potentially resulting in 
Nicholson's release on bail. 
 
It was only on the first day of Nicholson's trial – almost a  year later - that the Facebook 
messages were produced via mutual legal assistance.  
 
Facebook said it had worked closely with the police and stated, "We agree that this legal 
process can be far too slow….We have actively lobbied for reforms to EU, U.S. and U.K. laws 
to allow us, and others, to directly and more quickly provide information to UK law 
enforcement authorities".  
 
In 2019 Nicholson was convicted of Lucy's murder and sentenced to life imprisonment. His 
conviction was not based on the Facebook messages but through data from his mobile 
phone of his movements obtained whilst he was in prison for failing to provide the 
password to access his Facebook account.1 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
1 Lucy McHugh: How a Facebook Password Trapped a Killer, Marcus White, BBC South, 18 July 2019 available at 
https://www.bbc.com/news/uk-england-hampshire-48994913 
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Introduction 
 
By the end of 2020, 63.2% of the global population or 4.9 billion people were using the 
Internet.2 As the coronavirus pandemic resulted in a quarter of the world's population being 
under lockdown, Internet hits surged by between 50% and 70%3 in March 2020. By October 
2020, traffic increased by 7% month on month.4 
 
As accessibility to the Internet exponentially grows, so cyber-criminality correspondingly 
increases. Upwards of 80 per cent of cybercrime acts are thought to originate in some form 
of organised crime with online black markets, computer infection and harvesting of personal 
and financial data.5 It is estimated that the cost of cybercrime could reach US$5.2 trillion 
globally by 2023.6  
 
The Internet is also used to facilitate other serious crimes. The United Nations (U.N.) 
Security Council, in its resolution 2396 (2017), noted with concern, 'That terrorists craft 
distorted narratives, which are utilised to polarise communities, recruit supporters and 
foreign terrorist fighters, mobilise resources and garner support from sympathisers, in 
particular by exploiting information and communications technologies, including through 
the Internet and social media.’7  
 
A study on Measuring Online Behaviours of Convicted United Kingdom (U.K.) Terrorists 
found that 76% out of 223 terrorists used the Internet to learn about terrorist activities, 
46% downloaded extremist media and 32% prepared for attacks by accessing online 
resources.8 The U.N. Secretary-General's Report on small arms and light weapons (2019) 
also highlighted the increasing use of the Internet for trade-in firearms between 
unauthorised users, including terrorist groups and transnational organised crime groups. 
 
The increased use of the Internet for criminal purposes means law enforcement requests for 
relevant data to support investigations and prosecutions is growing.9 Lawfully obtaining 
data from online and Internet services providers is now a critical element of an investigation 
to locate suspects and access communications before deletion.10  
 
 

 
2 Internet World Stats, available at https://www.internetworldstats.com/stats.htm  
3 Forbes 25 March 2020 available at https://www.forbes.com/sites/markbeech/2020/03/25/covid-19-pushes-up-internet-use-70-
streaming-more-than-12-first-figures-reveal/?sh=4dd61da3104e  
4 Statista, Coronavirus global online traffic impact as of October 2020, available at 
https://www.statista.com/statistics/1105495/coronavirus-traffic-impact/  
5Comprehensive study of the problem of cybercrime and responses to it by Member States, the international community and 
the private sector, 23 January 2013  
 e784fdcf-6d03-47a7-8de6-461ef61378ac in for PDF printing. https://www.unodc.org/documents/organized-
crime/UNODC_CCPCJ_EG.4_2013/UNODC_CCPCJ_EG4_2013_2_E.pdf 
6 World Economic Forum, This is the crippling cost of cybercrime on corporations, 7 November 2019, available at 
https://www.weforum.org/agenda/2019/11/cost-cybercrime-cybersecurity/  
7 United Nations Security Council S/2019/1011, 30 December 2019, available at 
https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/s_2019_1011.pdf  
8 What are the Roles of the Internet on Terrorism? Paul Gill, Emily Corner, Amy Thornton, Maura Conway, 2015, available at 
https://www.voxpol.eu/download/vox-pol_publication/What-are-the-Roles-of-the-Internet-in-Terrorism.pdf  
9 Civil Rights, Security and Consumer Protection in the EU, available at http://library.fes.de/pdf-files/id/ipa/06449.pdf 
10 GENVAL Final Report on the Seventh round of mutual evaluations on "The practical implementation and operation of the 
European policies on prevention and combating cybercrime" ("GENVAL Report"), ST 9986/17, page 52 
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A European Union survey11 shows: 
 
1. More than half of investigations include a request for data from service providers in 

another country 
2. Data from service providers in any form is relevant in around 85 per cent of total 

(criminal) investigations 
3. In almost two thirds (65 per cent) of the investigations where data from service 

providers is relevant, a request to service providers based in another jurisdiction is 
needed 

 
The first essential step for law enforcement is to know where a service provider is 
established and where they have custody and control of relevant data. As cross-border 
requests for data accelerates, it gives rise to what Andrew K. Woods calls an 'odd 
jurisdictional conflict'.12 A situation where an otherwise exclusively domestic criminal 
investigation now necessitates international cooperation or Mutual Legal Assistance (MLA) 
through bilateral treaties, international conventions or regional or subregional agreements. 
MLA was not initially developed for surveillance, interception and data collection of new 
and emerging communications technologies in the digital age.  
 
In response, governments and inter-governmental institutions that recognise the imperative 
to provide electronic data across borders expeditiously lead MLA reform. The promulgation 
of the Clarifying Lawful Overseas Use of Data Act (CLOUD Act)13 in the United States of 
America (U.S.) permitted negotiations for Executive Agreements14 with another country to 
access data directly from service providers. Part II of the CLOUD Act removes the blocking 
provisions of the U.S. Electronic Communications Privacy Act (ECPA). The result is that a 
foreign government that enters into an Executive Agreement with the U.S. government can 
directly request electronic data from a service provider in response to a lawful order issued 
under its domestic law. 
 
The CLOUD Act mandates that the U.S. Secretary of State and Attorney General certify that 
any Executive Agreement accords with four pre-requisites:15 
 
1. An assessment, based on multiple factors, that the other party has a criminal justice 

system which 'affords robust substantive and procedural protections for privacy and civil 
liberties in light of [that government's] data collection and activities.' 16 

2. The other party must-have, 'appropriate procedures to minimise the acquisition, 
retention, and dissemination of information concerning United States persons subject to 
the agreement.'17 

3. An 'encryption neutral'18 Executive Agreement meaning there is no requirement for 
service providers to decrypt data or otherwise limit a service they provide  

 
11 Impact Assessment, SWD (2018) 118 Final, page 14, available at https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:52018SC0118&from=EN  
12 Against Data Exceptionalism: Jurisdictions in the Cloud’, Andrew K. Woods, 2016 68 Stanford LR 746 
13 Consolidated Appropriations Act of 2018, Pub L 115–142, div V, §§ 101-106, 132 Stat 1213 (2018) [hereinafter CLOUD Act] 
14 18 USC. § 2523 
15 Ibid. 
16 CLOUD Act section 105 (codified at 18 USC. §2523(b)(1)) 
17 Ibid. 
18 Ibid. 
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4. The Executive Agreement shall have mandatory procedural and substantive 
requirements regarding data handling and issuance of orders based on 'articulable and 
credible facts.'19 

 
In 2019 the U.K. Crime (Overseas Production Orders) Act20 was enacted, permitting judicially 
authorised Overseas Production Orders (OPO) for electronic data21 requests in another 
country under an 'international cooperation agreement'.22 The U.K. and U.S. governments 
entered into the first Executive Agreement on 3 October 2019: the U.K. and U.S. Agreement 
on Access to Electronic Data for the Purpose of Countering Serious Crime23 (the 'U.S. and 
U.K. Agreement'). 
 
Part 1 of this paper will highlight aspects of U.K. compliance with the procedural and 
minimisation pre-requisites of the CLOUD Act; part 2 will evaluate the U.S. and U.K. 
Agreement and consider whether it will negatively impact service provider users' privacy 
and freedom of expression,24  and part 3 will consider if the U.S. and U.K. Agreement is a 
'model for international cooperation'25 and scalable for other countries to enable speedier 
access to electronic data from U.S. service providers. 

 
 
 
 
 
 
 
 

 
19 Ibid. 
20 Crime (Overseas Production Orders) Act 2019 [hereinafter the U.K. Act], available at 
https://www.legislation.gov.uk/ukpga/2019/5/contents/enacted 
21 Electronic data is defined in section 3(2) of the U.K. Act as ‘data stored electronically’ and would include content data, traffic 
data and basic subscriber information. The U.S. and U.K. Agreement at article 10, however, provides for each state party to 
issue their own domestic process for preservation and basic subscriber information directly on the service provider in the other 
party state.  An Understanding under the U.S. and U.K. Agreement was signed by both parties on 3 October 2019, explaining 
that domestic process can be issued to service providers in the other state. This means for basic subscriber information from 
the U.K. to the U.S., the Investigatory Powers Act 2016, the Regulation of Investigatory Powers Act 2000, and a Judicial Order 
will be applicable. The Understanding is available at 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/841127/Understanding_in_re
lation_to_Subscriber_Information_and_Preservation_Process_under_the_Agreement_UK_USA_on_Access_to_Electronic_Dat
a_for_the_Purpose_of_Countering_Serious.pdf 
22 U.K. Act, section 1(2) 
23 Agreement between the Government of the United States of America and the Government of the United Kingdom of Great 
Britain and Northern Ireland on Access to Electronic Data for the Purpose of Countering Serious Crime, 3 October 2019), 
[hereinafter the U.S. and U.K. Agreement], available at https://www.justice.gov/dag/cloudact  
24 Right to a privacy, Universal Declaration of Human Rights article 12,  Resolution 217 A (III) available at 
https://undocs.org/en/A/RES/217(III) and the International Covenant on Civil and Political Rights article 17 resolution 2200 A 
(XXI), annex, available at https://undocs.org/en/A/RES/2200(XXI) 
25 Deputy Assistant Attorney General Richard W. Downing Delivers Remarks at the Academy of European Law Conference on 
‘Prospects for Transatlantic Cooperation on the Transfer of Electronic Evidence to Promote Public Safety’, 5 April, 2019, 
available at https://www.justice.gov/opa/speech/deputy-assistant-attorney-general-richard-w-downing-delivers-remarks-
academy-european-law 
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Part 1 
The Criminal Justice (Overseas Production Orders) Act (the U.K. Act) permits a judge to issue 
an OPO for electronic data stored by a foreign service provider based on: 26   
 
1. Reasonable grounds to believe an OPO would aid a terrorist investigation or 

investigation into a crime  
2. Reasonable grounds for believing that service provider operates or is based in a country 

or territory outside the United Kingdom  
3. The person investigated has possession or control of the electronic data  
4. The electronic data would be of substantial value to an investigation 
5. The electronic data is relevant 
6. Such an OPO is in the public interest.  
 
With estimates that almost 90% of electronic data for U.K. investigations is stored by U.S. 
service providers,27 the U.S. and U.K. Agreement will essentially replace the slow-paced MLA 
process between the U.K. and the U.S. that can take up to 10 months.28 Of more strategic 
significance to law enforcement in the U.K. and where the U.S. and U.K. Agreement can be 
described as a 'game-changer' will be U.K. interception or real-time collection of content 
data from U.S. service providers.29 
 
The U.S. legal practice precludes prospective real-time collection of content solely on behalf 
of foreign governments.30 Before the U.S. and U.K. Agreement, U.K. authorities could only 
request real-time traffic data collection31 via an MLAR to the U.S. Inherent delays in the MLA 
process did not resonate with the necessity to locate a subject or receive their 
communications real-time.32 The U.S. and U.K. Agreement addresses delay by permitting a 
U.K. interception warrant to be directly served33 on a  service provider, referred to as a 
'covered provider'.34  
 
The U.S. and U.K. Agreement does include minimisation provisions37 meaning the U.K. 
cannot request electronic data of U.S. citizens or persons located in the U.S. Reciprocal 
provisions prevent U.S. requests for U.K. persons located in the U.K. The U.S. is not subject 

 
26 The U.K. Act, ss. 1(1) and 4.  
27 House of Lords Library Briefing, 5 July 2018, page 2, Paddy McGuinness, the UK’s Deputy National Security Adviser on 
Intelligence, Security and Resilience from 2014 to 2018  explained in an interview: “[…] our law enforcement and security 
agencies tell me that US communication services are used by 90 percent of their suspects and that reflects the broader 
penetration by the British market by these services. So we can read across from that into the figures for serious and organised 
crime and terrorism […] In almost every [terrorism] investigation we conduct, those we investigate use services provided by US 
CSPs [communications service providers].” 
28 A New UK-US Data Sharing Agreement: A Tremendous Opportunity, If Done Right, Jennifer Daskal, February 2016 
29 See the U.K. Investigatory Powers Act 2016, [hereinafter IPA], Part 2, ss 15(1)(c) and 15(4)(a) re a mutual assistance 
warrant in accordance with an international mutual assistance agreement and page 15 of the Explanation of Each 
Consideration in Determining that the Agreement Satisfies the Requirements of 18 U.S.C §2523(b) sent under cover of letter 
from Assistant Attorney General Stephen E Boyd, dated 4 December 2019 
30 18 U.S. Code §2511(2) and §2520(d) 
31 Trap and Trace or Pen Register 18 U.S. Code § 3122  
32 A New UK-US Data Sharing Agreement: A Tremendous Opportunity, If Done Right, Jennifer Daskal, February 2016 
33 The U.S. and U.K. Agreement, article 5(5) 
34 The U.S. and U.K. Agreement, article 1(7) 
Covered Provider means any private entity to the extent that it: (i) provides to the public the ability to communicate, or to 
process or store computer data, by means of a Computer System or a telecommunications system; or (ii) processes or stores 
Covered Data on behalf of an entity defined in subsection (i).  
37 The U.S. and U.K. Agreement, article 7(2) 
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to the same limitations concerning U.K. citizens and lawful permanent residents once such 
individuals leave the U.K. 38  
 
Before the U.S. and U.K. Agreement, restrictions were necessary to prevent any intercept 
product disclosure and could only be used for intelligence purposes. Equally, U.S. law only 
permits interception or 'wiretaps' to be issued with a U.S. judge's approval when law 
enforcement investigates criminal activity and cannot be used against foreigners for 
intelligence gathering purposes. 39 Any U.S. wiretaps served directly on U.K. covered 
providers will require the U.K. Designated Authority to impose restrictions to prevent 
disclosure.40 In practice, this means any electronic data collected through a wiretap by U.S. 
authorities after service on a U.K. covered provider cannot be used in evidence in a U.S. 
court, absent any law change in the U.S. and U.K. This lack of affirmative authority could 
also be explained by U.S. law enforcement not requiring access to these communications.41  
 
The U.S. and U.K. Agreement includes notification to a third country if the U.K. is seeking 
electronic data of someone who is reasonably believed to be outside of the U.K. or if the 
U.S. requires data of someone outside the U.S. In the absence of a finding that doing so 
would impact the investigation, operational or national security, or human rights, the 
issuing state must notify the third country. The requirement ensures third countries' 
interests and that they have the information needed to object if appropriate. 42 The U.S. and 
U.K. Agreement, like a contract, relies upon the principle of good faith or 'pacta sunt 
servanda' in the Vienna Convention on the Law of Treaties. 43 As a general rule, treaties only 
bind those who sign and ratify the particular instrument. In this regard, the U.S. or U.K., 
whilst taking third party interests into account in good faith, may decide that notification 
should not be given. Without notice, the third party has no opportunity to object.44 The U.S. 
and U.K. Agreement does include a joint review after one year and then a periodic review 
'of the issuance and transmission of Orders' and 'handling of data acquired'.45 Under the 
U.K. and U.S. Agreement, there is no way to determine how many occasions there have 
been third country notifications. 
 
It is also unclear how this third party country notification will operate in practice. A review 
of a similar provision of the European Investigation Order Direction at Article 3146 shows 
that if the intercepting state is aware of a user's location in another territory, the 
notification must be provided before interception commences. If the intercepting state is 
only conscious after the interception is conducted, notice must be provided immediately.47 
Against this background, the consequences of a lack of notification could impact the 
admissibility of the evidence.48  

 
38 The U.K.-U.S. CLOUD Act Agreement Is Finally Here, Containing New Safeguards, Jennifer Daskal and Peter Swire, 
Lawfare, 8 October 2019 
39 18 U.S. Code § 2518  
40 IPA section 54 re safeguards relating to disclosure of material overseas  
41 Correcting the record: Wiretaps, The CLOUD Act, and the US-UK Agreement, Jennifer Daskal, Just Security, 28 October 
2019 
42 The U.K.-U.S. CLOUD Act Agreement Is Finally Here, Containing New Safeguards, Jennifer Daskal and Peter Swire, 
Lawfare, 8 October 2019 
43 Vienna Convention on the Law of Treaties, article 26 
44 Ibid., article 34 confirming a treaty does not create either obligations or rights for a third state without its consent. 
45 The U.S. and U.K. Agreement, article 1 
46 Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding the European Investigation 
Order in criminal matters [hereinafter EIO Directive] 
47 EIO Directive, article 31(1)(b) 
48 Legal and Practical Challenges in the Application of the European Investigation Order 
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Once a judge in the U.K. issues an OPO under the U.K. Act or an interception warrant under 
the Investigatory Powers Act (IPA), a 'Designated Authority'49 will review and certify legality 
before direct transmission to the relevant covered providers in the U.S.50 The written 
certification must confirm the OPO or warrant complies with all U.S. and U.K. Agreement 
requirements and any other applicable law. This certification is regarded as a basic form of 
'quality control'51 to guard against duplicate requests52 for the same covered data.53 It is 
essential to observe that this review's format and applicable standards are unknown and 
will need to be more than an administrative exercise to 'rubber-stamp' to be an effective 
form of quality control. 
 
When a U.S. covered provider served with an OPO or interception warrant has specific 
concerns about the legality, they can liaise with the Designated Authority in the country 
where issued. If the matter is not resolved, the U.S. covered provider can raise the same 
concerns with the U.S. Designated Authority.55 It is then for the Designated Authorities in 
the two countries to resolve the issue. If the matter remains unresolved, the Designated 
Authority in the covered provider's country can decide if it needs to execute the OPO or 
warrant.56 Thus, if the U.K. issues an OPO for stored content to be served on Facebook and 
Facebook objects on protected speech grounds under the First Amendment of the U.S. 
Constitution and the U.S. Designated Authority agrees, execution can be legally blocked.57  
 
At the time of writing, the U.S. and U.K. Agreement will only enter into force with the 
exchange of diplomatic notes.58 The Criminal Justice (Overseas Production Orders) Act of 
2019 allows for requests from the U.K. to the U.S. according to the Executive Agreement. 
However, there is no legislation enabling requests from the U.S. to the U.K. Inevitably, U.S. 
requests for production from the U.K. covered providers will be limited. More importantly, 
from a human rights perspective, without U.S. law, there is no jurisdiction for U.S. law 
enforcement to apply for judicial authorisation for a warrant to any foreign covered 
provider for covered data pursuant to an Executive Agreement under the CLOUD Act.  

 
Jose Eduardo Guerra and Christine Janssens, EUCrim, pp 46-53 Issue 1, available at 2019 https://eucrim.eu/articles/legal-and-
practical-challenges-application-european-investigation-order/ 
49 The U.S. and U.K. Agreement, article 5  
50 The U.S. and U.K. Agreement, articles 5(6) and 5(7) 
51 The U.K.- U.S. CLOUD Act Agreement Is Finally Here, Containing New Safeguards, Jennifer Daskal and Peter Swire, 
Lawfare, 8 October 2019 
52 New Developments for the U.K. and Australian Executive Agreements with the U.S. under the CLOUD Act, Paul Greaves 
and Peter Swire, Cross Border Data Forum,19 July 2020 
53 The U.S. and U.K. Agreement, article 1(3) and 1 (15) defines covered data as, ‘The covered data a communications provider 
can be ordered to provide is broad and includes not only the content of communications but also the traffic data or metadata 
relating to the communication or storage of data. An Order may also request identifying information about the account holder, 
including names, addresses and means of payment.’ 
55 The U.S. and U.K. Agreement, article 5(11) 
56 The U.S. and U.K. Agreement, article 5(12) and 18 U.S.C § 2523 which reserves the right under the CLOUD Act to “render 
the agreement inapplicable as to any Order for which the United States Government concludes the agreement may not 
properly be invoked.” 
57 The U.K.-U.S. CLOUD Act Agreement Is Finally Here, Containing New Safeguards, Jennifer Daskal and Peter Swire, 
Lawfare, 8 October 2019 
58 U.S. and U.K. Agreement, article 16 
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Part 2 
The right to privacy61 ensures that no one shall be subjected to arbitrary or unlawful 
interference with their privacy, family, home or correspondence, and the right to be 
protected under the law against such interference.62 Countries should maintain impartial 
judicial, administrative and parliamentary oversight mechanisms and provide individuals 
whose right to privacy has been violated with access to an effective remedy, consistent with 
international human rights obligations.63 Equally, service providers must meet their 
responsibility to respect human rights64 by informing users about collecting, using, sharing, 
and retaining their data that may affect their right to privacy.65  
 
The need to better protect human rights has consistently been raised from the CLOUD Act's 
passage through the signing of the U.S. and U.K. Agreement. A broad section of civil society 
opposed the CLOUD Act and declared that 'baseline' human rights would not be protected 
in Executive Agreements.68 Following the CLOUD Act's passing, advocacy groups raised 
further objections during the U.S. and U.K. Agreement negotiations, citing insufficient 
privacy69 and civil liberties safeguards in U.K. law.70 Another letter to the U.S. Congress in 
201971 called upon the House and Senate to enact a joint resolution of disapproval to 
prevent the U.S. and U.K. Agreement from entering into force. The 2019 letter highlights 
diminished legal thresholds, lack of user notice and insufficient oversight procedures.72 
 
This part 2 will focus on implications for human rights caused by legal threshold disparities 
between U.S. and U.K. law, responsibilities placed on a service provider to prevent abuses, 
the significance of not having default user notification and law enforcement access to all 
relevant electronic data to investigate a serious crime or the 'Disclosure Dilemma'. 

Oversight 
The U.S. and U.K. Agreement at Article 7(5) permits the U.K. to share information about U.S. 
citizens under standards that fall short of U.S. legal standards. For example, if a U.K. 
interception warrant served on a U.S. covered provider under the U.S. and U.K. Agreement 
produces covered data related to significant harm, or the threat thereof, to the United 
States or U.S. persons'74 it can be shared with U.S. authorities. 'Significant harm' is not 
defined, other than a reference to generic crimes where a 'significant harm' could be 

 
61 See article 12 of the Universal Declaration of Human Rights, article 17 of the International Covenant on Civil and Political 
Right, Article 8 of the European Convention on Human Rights and articles 7 and 8 of the Charter of Fundamental Rights of the 
European Union 
62 United Nations General Assembly resolution of 16 December 2020 A/RES/217(III) 
63 Ibid. 
64 Guiding Principles on Business and Human Rights: Implementing the United Nations “Protect, Respect and Remedy”, 
available at https://www.ohchr.org/documents/publications/guidingprinciplesbusinesshr_en.pdf 
65 United Nations General Assembly resolution of 16 December 2020 A/RES/217(III) 
68 EPIC, The CLOUD Act, Epic.org, available at https://epic.org/privacy/cloud-act/. 
69 The U.S. and U.K. Agreement at article 9 confirms the Agreement between the United States of America and the European 
Union on the Protection of Personal Information relating to the Prevention, Investigation, Detection and Prosecution of Criminal 
Offenses done at Amsterdam, 2 June 2016, shall be applied mutatis mutandis by the Parties to all personal information 
produced in the execution of Orders subject to the Agreement and to provide equivalent protections. It is unclear with the 
withdrawal from the European Union the application of this Agreement on U.K. users 
70 Letter From Human Rights Watch, et.al, to U.S. Department of Justice Concluding White House Should Not Let U.K. 
Demand Private Data in U.S., 26 November 2018, available at https://www.hrw.org/news/2018/11/26/letter-us-justice-
department-concluding-white-house-should-not-let-uk-demand-private. 
71 Letter from Human Rights Watch, et. al, to U.S. Congress Groups Urge Congress to Oppose US-UK Cloud Act Agreement, 
available at https://www.hrw.org/news/2019/10/29/groups-urge-congress-oppose-us-uk-cloud-act-agreement#_ftn10 
72 Ibid. 
74 The U.S. and U.K. Agreement, article 7(5) 
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relevant.75 Without a specific definition of 'significant harm', Article 7(5) of the U.S. and U.K. 
Agreement is open to subjective interpretation by the issuing party receiving the covered 
data in the U.K. It is also not clear from Article 7(5) if any data passed to the other state 
could be used in evidence or if conditions can be attached to its use. This is significant when 
considering the disparity between legal thresholds for issuance of wiretaps in the U.S. and 
interception warrants in the U.K.76 and the safeguards relating to disclosure overseas under 
the IPA.77 
 
The U.S. Explanation Document81 refers to safeguards under the U.K. Data Protection Act 
(DPA) for disseminating personal data for a law enforcement purpose, which must be 
specified, explicit, legitimate, and the data processed must be adequate, relevant and not 
excessive concerning the purpose.82 Further safeguards include appropriate security 
measures must be implemented under the DPA to prevent unauthorised disclosures of the 
relevant data.83 The Explanation Document also refers to DPA restrictions on transfers 
outside of the U.K. to a third country for law enforcement purposes.84 Reference is also 
made to the U.K. Information Commissioner's Office (ICO) oversight, who has supervisory 
authority to monitor and enforce the law enforcement provisions in the DPA.85 The IPA 
Codes of Practice , together with The Investigatory Powers Commission's Office (IPCO) 
provide oversight powers to audit and investigate interception, acquisition, and 
communications data retention.86 Despite the references in the U.S. Explanation Document  
to safeguards and oversight under the DPA and IPA; there is no transparency on the 
processes to prevent unjustified sharing of covered data under Article 7(5) of the U.S. and 
U.K. Agreement. 
 

Service Provider Role 
Service providers are not suited as the last line of defence to protect human rights, with 
conflicting commercial priorities as private entities. Service providers have the autonomy to 
set their policies on human rights assessments and need not be accountable for their 
decisions. The integration of human rights law into service provider policies and their 
capacity to evaluate the proportionality and necessity of the data requested varies 
significantly. For example, the U.N. Special Rapporteur90 in 2018 deemed Facebook policies 
inconsistent with best human rights standards and highlighted the absence of any 
independent processes of review, oversight and monitoring of Facebook's actions.91  This 
concerned Facebook's overly broad definition of terrorism and the lack of a comprehensive 

 
75 The U.S. and U.K. Agreement, article 7(5) crimes involving national security such as terrorism, significant violent crime, child 
exploitation, transnational organized crime, or significant financial crime 
76 U.S. interception warrants have a high threshold, so known as 'super warrants' . The U.S. super warrants require probable 
cause, particularity, and a showing of necessity and minimisation. The super warrant must last for a fixed duration for no longer 
than is reasonably necessary (18 U.S. Code §2518(5)) and only when less-intrusive methods are unavailable 18 U.S. Code 
(§2518(3)(c)) 
77 IPA section 54 re safeguards relating to disclosure of material overseas 
81 Explanation of Each Consideration in Determining that the Agreement Satisfies the Requirements of 18 U.S.C §2523(b) sent 
under cover of letter from Assistant Attorney General Stephen E Boyd, dated 4 December 2019, page 10 
82 Data Protection Act [hereinafter DPA], ss36, 37 and 39 
83 DPA ss40, 62 and 66 
84 DPA ss73 and 76 
85 DPA ss115-116 
86 IPA section 235 
90 On the promotion and protection of human rights and fundamental freedoms while countering terrorism 
91 UN human rights expert says Facebook’s ‘terrorism’ definition is too broad, UNOHCR, 3 September 2018, available at 
https://www.hrw.org/news/2019/10/29/groups-urge-congress-oppose-us-uk-cloud-act-agreement#_ftn10 
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human rights-based approach by equating all non-state groups that use violence to pursue 
any goals or ends to terrorist entities.92  
 
This paper does not support MLA processes, with its inherent delays, being the only 
international cooperation process for securing extraterritorial data. However, an important 
check and balance under an MLA Treaty included the Central Authority reviewing requests 
before applying to a judge under the requested state's national law. The U.S. and U.K. 
Agreement removes this stage in the process on the U.S. side, and there is no reference in 
the Agreement requiring the U.K. to inform the U.S. authorities that an OPO has been 
transmitted directly to a U.S. covered provider. Additionally, many service providers or 
micro platforms will have minimal incentives93 to assess the impact of requests on the user's 
human rights without access to legal advice or adequate resources.94  
 
The U.S. and U.K have an affirmative obligation under international human rights law to 
prevent the transfer of data used in violation of human rights law.95 After Labour Peers in 
the House of Lords raised human rights concerns about using electronic data in death 
penalty prosecutions in the U.S.,96 the U.K. Act was amended, obligating the U.K. 
Government to seek death penalty assurances in connection with relevant international 
agreements.97 The U.S. and U.K. Agreement confirms the U.K.'s essential interest may be 
implicated where covered data is used for a death penalty prosecution in the U.S.98  The U.S. 
and U.K. Agreement also provides that the U.S.'s essential interests may be implicated 
where covered data introduced as part of the prosecution case raises freedom of speech 
issues.99  
 
Under the limitations on use and transfer in Article 8 of the U.S. and U.K. Agreement, the 
U.S. Designated Authority must seek permission from the U.K. Designated Authority to use 
covered data for a death penalty prosecution. Section 16 of the U.K. Act, amended section 
52 of the IPA, requiring the U.K. Government to obtain a written assurance relating to the 
non-use of intercepted data in connection with proceedings in another state for an offence 
where the death penalty might be imposed.100 The U.K. have obtained a written assurance 
from the U.S. Attorney General, dated 3 October 2019,101 providing that prior to use of any 
covered data obtained from the U.K. for a death penalty prosecution in the U.S., permission 

 
92 Ibid, 'The use of overly broad and imprecise definitions as the basis for regulating access to and the use of Facebook's 
platform may lead to discriminatory implementation, over-censoring and arbitrary denial of access to and use of Facebook's 
services….The definition is further at odds with international humanitarian law as it qualifies all non-state armed groups party to 
a non-international armed conflict as terrorists, even if these groups comply with international humanitarian law.'   
93 EDRi, Position Paper on Cross-Border Access to Data, page 16 
94 UN human rights expert says Facebook’s ‘terrorism’ definition is too broad, UNOHCR, 3 September 2018, available at 
https://www.hrw.org/news/2019/10/29/groups-urge-congress-oppose-us-uk-cloud-act-agreement#_ftn10 
95 Cf the European Investigation Order Directive which includes an explicit ground for refusal where the executing Member 
State has substantial grounds to believe that doing so would be incompatible with the executing State’s obligations under the 
EU Charter and Elgizouli v Secretary of State for the Home Department UKSC 10 that all transfers of personal data must be in 
accordance with sections 73-76 DPA 
96 See section 16 of the U.K. Act and Peers deal blow to crime investigations with US, The Times, 23 October 2018, available 
at https://www.thetimes.co.uk/article/eb239d14-d638-11e8-926d-96790161a92a  
97 Explanatory Notes to the Crime (Overseas Production Orders) Act 2019 
https://www.legislation.gov.uk/ukpga/2019/5/notes/division/3/index.htm 
98 The U.S. and U.K. Agreement, article 8(4) and Letter from Secretary of State for the Home Department, Priti Patel, to 
Attorney General William Barr and letter of reply from William Barr dated 3 October 2019 re the death penalty 
99 Freedom of Speech letters from Secretary of State for the Home Department, Priti Patel, to Attorney General William Barr 
and letter of reply from William Barr dated 27 November 2019 
100 Explanatory Notes to the Crime (Overseas Production Orders) Act 2019 
101 The U.S. and U.K. Agreement, article 8(4) and Letter from Secretary of State for the Home Department, Priti Patel, to 
Attorney General William Barr and letter of reply from William Barr dated 3 October 2019 re the death penalty 
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on use is obtained from the U.K. Designated Authority. Significantly, from a human rights 
perspective, the U.K. and U.S. Agreement does not preclude the use of covered data from 
the U.K. for a death penalty prosecution in the U.S. Article 8(4) only requires the U.S. 
Designated Authority, after receipt of the covered data, to obtain the U.K. Designated 
Authority’s permission for use, with an option to attach conditions.102  
 
The CLOUD Act prohibits a foreign government's request that breaches the U.S. 
Constitution's First Amendment freedom of speech protections. The U.S. and U.K. 
Agreement limits the scope of a request in Article 8(4) to the introduction of data as 
evidence rather than meeting the explicit CLOUD Act scope preventing data being produced 
that will 'infringe freedom of speech.' How will a covered provider know the difference 
between electronic data as admissible evidence to support a prosecution in the U.K. and a 
clear breach of First Amendment rights in the U.S.?   
 
Such scenarios are more than just theoretical when considering differences between hate 
speech offences in the U.S. and U.K. In the U.K., the offence of encouraging terrorism103 can 
be committed by indirectly encouraging where a person seeks to emulate or glorify the 
commission or preparation (whether in the past, in the future or generally) of terrorist 
acts.104 
 
Encouragement by way of glorification of a past terrorist act would generally be protected 
under the First Amendment of the U.S. Constitution unless there was an immediate call for 
violent action. This is supported by the U.S. Department of Justice publication, Investigative 
Guide for Obtaining Electronic Evidence from the United States of 2012: 
 
"… the U. S. would deny a request for assistance if it relates to an individual engaging in 
expression (written, spoken or other) that falls under the U.S. Constitution's protection of 
free expression (e.g., "hate" speech is generally protected by the Constitution, even though 
objectionable), unless facts are provided that indicate expression goes beyond permissible, 
protected speech (e.g., hate speech that includes calls for immediate, violent action)." 
 
In a letter dated 3 October 2019, the U.K. Home Secretary confirmed that an offence of 
encouraging terrorism (and other listed offences) could raise freedom of speech concerns  
under U.S. law. Under Article 8(4) of the U.S. and U.K. Agreement, to protect the U.S. 
essential interest for protection of freedom of speech, the U.K. Designated Authority would 
refer the matter to the U.S. Designated Authority after any OPO or warrant under the IPA is 
executed by the U.S. covered provider. This means the initial responsibility is on the U.S. 
covered providers to flag protected speech infringements to the U.K. Designated Authority, 
rather than the Designated Authority in the U.S., who will have more expertise. Will the U.S. 
covered provider request or negotiate with the U.K. Designated Authority on conditions for 
the use of such data? The lack of clarity on the process raises legitimate questions on how 
human rights will be adequately protected. 
 

 
102 U.S. and U.K Agreement article 8(4) 
103 Terrorism Act 2006, section 1 
104 Terrorism Act 2006 section 1(3) 
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The referrals process may be more useful if the U.K. Designated Authority submits the OPO 
to the U.S. Designated Authority when it identifies possible protected speech issues at the 
initial review stage105 and before transmission to the covered provider.  The suggested 
added protection in specific circumstances will allow the U.S. Designated Authority to use 
their expertise to ensure compliance with the CLOUD Act and First Amendment rights.  After 
certification by both Designated Authorities, the OPO can be transmitted directly to the 
covered provider. This suggested process would prevent covered providers making these 
decisions pro tanto, where they may execute an OPO that potentially impacts human rights 
without an adequate review due to lack of resources or access to legal advice.  
 

User Notification 
After the passing of the CLOUD Act, Microsoft developed key principles for negotiating 
Executive Agreements, including the 'universal right to notice for users'.106 A significant 
criticism of the U.S. and U.K. Agreement has been the failure to include notification to a 
targeted user. Fair Trials, in its 2019 e-evidence consultation paper,107 explains the need for 
notification succinctly: 'to enable challenges to requests, but also to ensure that exculpatory 
evidence is preserved in the same way as inculpatory evidence." 
 
Even if notified, the U.S. and U.K. Agreement expressly disavows any specific redress 
procedure by targeted users.108 International human rights law necessitates the opportunity 
for an individual to pursue legal remedies.109 Consequently, advocacy groups have 
suggested at '…a minimum, U.S. and U.K. domestic remedies and opportunities to challenge 
requests reasonably available to individuals whose data are accessed under the Agreement 
should be clarified in an annexe to the Agreement.' 
 
The U.K. Act allows a judge issuing an OPO to include a non-disclosure requirement,110 
prevent disclosure of the making of the OPO or its contents to any person except with the 
leave of a judge or written permission of an appropriate officer who applied for the OPO.111 
There is no legal threshold or required basis within the U.K. Act to justify issuing a non-
disclosure order. 
 
Absent narrow exceptions, users should be notified when their data is accessed by a 
government request under other U.K. law. For example, the U.K. Act is inconsistent with 
section 44(2)(a) and (d) of the DPA,112 requiring a person affected is informed of a request 
for data, so they can seek judicial redress where there is no risk of jeopardising ongoing 
investigations. There must be exigent circumstances when a targeted user or an affected 

 
105 The U.S. and U.K. Agreement, articles 5(6) and 5(7) 
106 A call for principle-based international agreements to govern law enforcement access to data, Brad Smith 
11 September 2018, available at: https://blogs.microsoft.com/on-the-issues/2018/09/11/a-call-for-principle-based-international-
agreements-to-govern-law-enforcement-access-to-data/ 
107 Consultation Paper on E-Evidence, 2019, Fair Trials 
108 The U.S. and U.K. Agreement, article 3(4) 
109 International Covenant on Civil and Political Rights, article 2; European Convention on Human Rights, article 13, Nov. 4, 
1950, ETS No. 005; Charter of Fundamental Rights of the European Union, article. 47, Dec. 18, 2000, 2000 O.J., 1, 10 (C 83)  
110 The U.K. Act, section 8(1) 
111 The U.K. Act, section 8(2)(b) 
112 Implementing Article 13 of the EU Data Protection Directive 2016/680 (Law Enforcement Directive) 
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person113 should not be notified when an investigation could be prejudiced, and non-
notification is a 'necessary and proportionate measure to: 
(a) avoid obstructing an official or legal inquiry, investigation or procedure; 
(b) avoid prejudicing the prevention, detection, investigation or prosecution of criminal 
offences or the execution of criminal penalties; 
(c) protect public security; 
(d) protect national security; 
(e) protect the rights and freedoms of others'114  
 
Applying an example, if a spouse accuses their partner of threats to kill115 and identifies the 
partner's messaging app, hosted by a U.S. covered provider, to post such threats, an OPO 
could be requested under the U.K. Act. If the investigation is closed, a rights-respecting 
normative position that also recognises and protects investigative interests would mean 
notice is served on the spouse that their messaging app content data was disclosed to law 
enforcement. Notice would not mean revealing the subject of the investigation, the name of 
the person or entity who supplied information leading to the production of content data or 
the nature of the investigation. The notice would confirm that a specific law enforcement 
agency requested data from a particular covered provider that disclosed their data relevant 
to a serious crime. Notice enables an affected person redress for this disclosure through 
appropriate legal remedies if deemed unlawful. 
 
Continuing the threats to kill example, if a targeted user is charged with an offence without 
any notice of the OPO, they do not have an equal opportunity to preserve related data that 
may provide exculpatory context to the produced content data. By the time of charge, the 
spouse can be at an impediment to access exculpatory data, impacting their right to have 
adequate time and facilities to prepare their defence. Limitations to this right are only 
possible if prescribed by law, justified, necessary, proportionate and non-discriminatory. 
Whilst notice would allow users to seek adequate legal remedies, the U.S. and U.K. 
Agreement explicitly forestalls any specific remedy to individuals116 considered essential 
under international human rights instruments.117 
 
Article 9 of the U.S. and U.K. Agreement references the Agreement between the United 
States of America and the European Union on the Protection of Personal Information 
relating to the Prevention, Investigation, Detection and Prosecution of Criminal Offenses.118 
This European Union (E.U.) and U.S.' Umbrella Agreement' provides a data protection 
framework for E.U. and U.S. law enforcement cooperation and covers all personal data 
exchanged between the E.U. and the U.S. to prevent, detect, investigate, and prosecution of 
criminal offences, including terrorism. The Umbrella Agreement means E.U. citizens will 
have the right to seek judicial redress before U.S. courts if the U.S. authorities unlawfully 
disclose their data under the U.S. Judicial Redress Act of 2015 and the Freedom of 

 
113 For example, where the applicant for an order for content data of the targeted user knows an individual’s  (that is not a 
subject of the investigation) personal data will be included in any production i.e. collateral intrusion 
114 Data Protection Act 2018, section 44(4)(a)-(e)  
115 Offences Against the Person Act 1861, section 16, maximum sentence 10 years imprisonment 
116 The U.S. and U.K Agreement, article 3(4) ‘The provisions of this Agreement shall not give rise to a right or remedy on the 
part of any private person, including to obtain, suppress or exclude any evidence, or to impede the execution of Legal Process’ 
117 International Covenant on Civil and Political Rights, article 2, European Convention on Human Rights, article 13, Charter of 
Fundamental Rights of the European Union, article 47 
118 Amsterdam, 2 June 2016, available at https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=celex%3A22016A1210%2801%29  
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Information Act. With the U.K. leaving the E.U. on 31 December 2020, this potential legal 
redress under this E.U. and U.S. Agreement no longer applies, and it is unclear what replaces 
it.119 
 

Disclosure Dilemma 
The U.S. and U.K. Agreement has no mechanism to ensure that all covered data held by a 
covered provider is disclosed to law enforcement. In a house search, law enforcement is 
responsible for locating incriminating articles linked to the criminal investigation.  
 
Conversely, a request to examine a user's account will rely upon a covered provider finding 
the data and producing it. Law enforcement will not participate in accessing or assisting the 
covered provider with locating stored data. Covered providers would maintain, in the same 
way, that a financial institution served with a production order would, that they will search 
their platform with the specific account identifier and produce the requested data, without 
permitting a law enforcement 'fishing expedition'.120 Law enforcement would maintain that 
they cannot verify the production of all the data stored without being part of the process. 
 
This 'disclosure dilemma' may have been exacerbated in the MLA process when law 
enforcement failed to apply for or extend preservation requests. By the time an MLAR was 
executed in the absence of preservation, the data may have been deleted by the user. 
Without understanding the need to apply or extend a preservation request, law 
enforcement would not receive any data deleted after the preservation request expiry. 
Increased law enforcement training on preservation processes and more service providers 
publishing law enforcement guidelines on preservation processes will reduce this issue. 
Equally, serving a judicially issued OPO upon a covered provider for specific data and the 
requirement under the U.K. Act for production within seven days121 can again significantly 
reduce this issue's impact. However, it remains that law enforcement has no right to 
challenge the production of covered data if they believe data has not been produced.122 
Victims of crime have the right to protection and access to justice, which necessitates the 
lawful and proportionate collection of sufficient evidence. If law enforcement cannot ensure 
all relevant evidence is produced by a service provider, the victim's rights are potentially 
impacted. 
 
Significantly, a judge can order production for a shorter or longer period than the required 
seven days.123 There is no specific basis to expedite production in the U.K. Act, such as an 
emergency where there is a threat to national security or imminent danger of severe 
physical harm or death to an identifiable person or persons. At present, law enforcement in 

 
119 There is no reference in the Agreement on the Withdrawal of the United Kingdom of Great Britain and Northern Ireland from 
the European Union and the European Atomic Energy Community to this EU and U.S. Agreement and its continuing application 
post 31 December 2020 
120 Also see Apple’s arguments to overturn an order that it work with the FBI to get into the iPhone of San Bernardino shooter 
Syed Rizwan Farook. Apple’s filing contends that the order violates the U.S. Constitution First Amendment by compelling 
speech, in the form of computer code and the Fifth Amendment by ‘conscripting a private party with an extremely attenuated 
connection to the crime to do the government’s bidding’—a violation of due process.” Available at 
https://www.documentcloud.org/documents/2722199-5-15-MJ-00451-SP-USA-v-Black-Lexus-IS300.html 
121 The U.K. Act, section 5(5) 
122 Such issues may fall as part of any periodic review of the operation of the Agreement after one year – U.S. and U.K. 
Agreement, article 12 
123 The U.K. Act, section 5(5) 
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the U.K. can directly issue a service provider in the U.S. 124 with an emergency disclosure 
request125 to voluntarily disclose traffic or basic subscriber information.126 The U.K. Act 
permits any time frame, whether an emergency or otherwise.127 With geolocation data 
categorised as content data in the U.S.,128 there will inevitably be investigations requiring 
expedited production of content data or interception to locate users in exigent 
circumstances.  Service providers in such situations will need meaningful time to conduct 
due diligence on legal validity and data protection obligations. A sensible approach in 
emergency matters would have been to provide service provider protection from liability 
and establish a specific emergency process to prioritise those OPOs requiring expeditious 
production. 
 

Part 3 
This part will set out three scalable recommendations that the author recommends should 
be made in future Executive Agreements with other countries, taking into account the 
review of the U.S. and U.K. Agreement in Parts 1 and 2 of this paper: 
 

a. The necessity for prior judicial authorisation of production orders and interception 
warrants for electronic data in another country to ensure checks and balances 
among different branches of authority 

b. Effective recourse to legal remedies for targeted users notified of production orders 
and interception warrants to ensure public legitimacy   

c. Transparency of how and when production orders and interception warrants are 
made to assess fairness in the application of any Executive Agreement 
 

Prior Judicial Authorisation 
The U.S. and U.K. Agreement only requires that requests are subject to 'review or oversight 
by a judge, magistrate or other independent authority'.129 The U.K. Act does require an 
application for an OPO for electronic data to a judge before issuance.130 Conversely, as 
negotiations between the U.S. and Australia continue for an Executive Agreement, the 
Australian Telecommunications Legislation Amendment (International Production Orders) 

 
124 In most cases, a service provider would accept an emergency disclosure request for basic subscriber information and traffic 
data from a non-United States law enforcement agency, particularly if the person making the request can establish they are 
genuinely a public official, such as by use of an email address from an official government domain and by providing official 
address and telephone contact details. If a public official in a requesting state cannot satisfy these requirements to establish 
their identity, it may be necessary for their request to be made via a recognized third party, such as by seeking the assistance 
of INTERPOL, a 24/7 network or law enforcement in the requested state. 
125 18 US Code § 2702 - Voluntary disclosure of customer communications or records, (b) (8) and (c) (4). 
126 Service providers have differing policies on the definition of an emergency – Facebook as well as imminent threats of 
serious physical harm or death - also include matters involving imminent harm to a child or risk of death or serious physical 
injury to any person and requiring disclosure of information without delay (see Information for Law Enforcement Authorities, 
available at https://en-gb.facebook.com/safety/groups/law/guidelines/) and Uber also includes protecting a rider, driver-partner, 
or third party who has been physically harmed, or stopping illegal activity that poses an immediate threat of physical harm, or in 
cases of verifiable time-sensitive investigations (Uber Guidelines for Law Enforcement Authorities - Outside of the U.S. 
available at https://www.uber.com/legal/en/document/?name=guidelines-for-law-enforcement&country=great-britain&lang=en-
gb) 
127 CF proposed EU Rules by the EU Commission for service providers to transmit data ‘within 6 hours’ in emergency cases 
128 Carpenter v. United States, No. 16-402, 22 June 2018, available at https://www.supremecourt.gov/opinions/17pdf/16-
402_h315.pdf 
129 The U.S. and U.K. Agreement, article 5(2) 
130 The U.K. Act, section 1 
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Bill 2020131 requires international production orders to be authorised by an Administrative 
Appeals Tribunal. This could be in breach of the CLOUD Act pre-requisite that Executive 
Agreements shall have mandatory procedural and substantive requirements regarding 
issuing orders, as the Tribunal is neither a court and some academics argue is not an 
independent authority.132 
 
The higher legal threshold in the U.S. and U.K. Agreement may '…address some of the 
concerns of critics over the British ability to issue "general warrants" under its "reasonable 
grounds" standard'133 for content data and criticism of bulk collection of personal orders.134 
Although Advocacy groups maintain in their 2019 letter that the standard in the Agreement 
'is vague and not clearly defined … and likely is weaker than probable cause in various 
contexts.' In their 2018 letter, advocacy groups maintained legal thresholds in U.K. law, 'fall 
short of U.S. legal requirements for access to content and the Fourth Amendment 
requirements to establish individualised suspicion that a particular person is involved in the 
commission of a particular offence.'135  
 
Inevitably states may differ in their approach from the higher U.S. standard of probable 
cause to access content data. Nonetheless, any state needs to have independent prior-
judicial authorisation based on a finding of facts linking the electronic data's relevance to a 
serious offence. The U.K. Act permits an OPO for a 'terrorist investigation or investigation 
into a crime' that must be an indictable offence136 and for a judge to hear an application 
before issuance and the IPA for judicial commissioners to review interception warrants.137 If 
future Executive Agreements stipulate prior-judicial authorisation of orders for 'serious 
crimes', there should be a clear definition of a 'serious crime'. Using a term of 
imprisonment, rather than a schedule of offences, can mean the exclusion of some offences 
that have the potential of causing serious harm to victims. This explicit scope and prior-
judicial authorisation will ensure separation of the executive and judiciary, procedural 
fairness and prevent arbitrary searches for electronic data.138 Prior judicial approval 
stipulated in domestic legislation will ensure CLOUD Act requirements for targeted requests 
based on 'articulable and credible facts'. Further, there must be clarity on the limits of the 
necessity and proportionality obligations to prevent so-called 'incidental collection'139 of 
intercepted content of innocent third parties.  
 

 
131 Telecommunications Legislation Amendment (International Production Orders) Bill 2020, available at 
https://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/Bills_Search_Results/Result?bId=r6511  
132 Comments on Australian Legislation to Enable the Negotiation of a CLOUD Act Executive Agreement, Cross Border Data 
Forum, Peter Swire, 11 May 2020 available at https://www.crossborderdataforum.org/comments-on-australian-legislation-to-
enable-the-negotiation-of-a-u-s-cloud-act-executive-agreement/ 
133 Applying the CLOUD Act to the U.S.- U.K. Bilateral Data Access Agreement, Nathan Swire, Lawfare, 28 October 2019 
134 European Court of Human Rights decision, Big Brother Watch and Others v. United Kingdom, Big Brother Watch, Nos. 
58170/13, 62322/14 and 24960/15, § 310, ECHR 2018., available at http://hudoc.echr.coe.int/fre?i=001-140713, which found 
against the U.K. government and collection of personal data, ‘In bulk, the degree of intrusion is magnified, since the patterns 
that will emerge could be capable of painting an intimate picture of a person through the mapping of social networks, location 
tracking, Internet browsing tracking, mapping of communication patterns, and insight into who a person interacted with.’ 
135 Letter From Human Rights Watch, et.al, to U.S. Department of Justice Concluding White House Should Not Let U.K. 
Demand Private Data in U.S., 26 November 2018 
136 Applying the CLOUD Act to the U.S.-U.K. Bilateral Data Access Agreement, Nathan Swire, Lawfare, 31 October 2019, 
available at https://www.justsecurity.org/66774/correcting-the-record-wiretaps-the-cloud-act-and-the-us-uk-agreement/ 
137 IPA, section 23 
138 Szabó, App. No. 37138/14, Eur. Ct. H.R., Judgment, 40 (2016) 
139 Correcting the record: Wiretaps, The CLOUD Act, and the US-UK Agreement, Jennifer Daskal, Just Security, 28 October 
2019 



Institute for Advanced Legal Studies - WG Hart Workshop 2021 
 

Balancing the Need for Speed and Human Rights for Cross-Border Requests for Electronic Evidence 
 

19 

Access to Legal Remedies 
It is an essential requirement for applying international human rights to have access to legal 
remedies, so decision-makers are accountable for abuses. The U.S. and U.K. Agreement 
preclude the possibility of legal redress for a user explicitly. To comply with international 
human rights norms, the solution proposed by advocacy groups to include an Annex 
clarifying domestic remedies to challenge requests is a sensible one. 
 
Access to legal redress necessitates notification to a user. Without notice, the user will not 
be aware of any surveillance, have an opportunity to challenge arbitrary orders or examine 
the electronic data produced. Absent circumstances linked to impacting an extant 
investigation, national security interests, a threat to life or serious physical harm or other 
relevant exigent circumstances, notification to a targeted user or an affected person should 
be by default. Access to reasonable legal remedies should not hamper access to the 
electronic data as a user will be notified after producing the data.  
 
It is also essential to include review mechanisms and legal redress for service providers 
when the laws conflict.141 These review mechanisms should not be limited to a referral to a 
Designated Authority who may be part of the same government department as the 
applicant for the legal process.142 Service providers compelled to produce electronic data 
and refer a matter to a Designated Authority but disagree with their decision should have 
access to redress through their state's legal system.  
 

Transparency 
Governments should inform citizens how they apply for electronic data, when, to which 
service providers and the frequency. It should be the norm that any Executive Agreements 
have a reporting mechanism to enable independent review of the legal process for 
electronic data to identify any trends, highlight any abuses and review the need for any 
necessary amendments. 
 
Major U.S. service providers regularly report on the legal process they receive. Microsoft, 
and a coalition of other service providers, litigated with the U.S. Government to share more 
information about the national security orders they received to inform the public about 
electronic data requests. Major service providers issue annual transparency reports,143 so 
their customers know how often the U.S. Government requests data. Customers want a 
service they trust that only discloses electronic data when legal orders are issued. Service 
providers maintain Executive Agreements that need the same transparency level for 
government demands for electronic data across borders.144 Regular public reporting by 
states, confirming the number of extraterritorial requests, will provide confidence that 
production and interception of electronic data are legal and adequate accountability is 
maintained.  

 
141 A call for principle-based international agreements to govern law enforcement access to data, Brad Smith 
11 September 2018 
142 For example, the U.K. Home Office is responsible for the National Crime Agency who investigation serious organised crime 
in the U.K. 
143 Transparency reports are available online for example see Google https://transparencyreport.google.com  
144 A call for principle-based international agreements to govern law enforcement access to data, Brad Smith 
11 September 2018 
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Conclusion 
The U.S. and U.K. Agreement occurred from a necessity to speedily access and intercept 
electronic data in serious crime investigations. The out-paced MLA process meant that law 
enforcement was often one step behind those who used the Internet to perpetrate crime. 
The U.S. and U.K. Agreement is a welcome step forward to ensure law enforcement can use 
the domestic process to compel the production of stored electronic data and in a seismic 
shift – interception of electronic data - from U.S. service providers. This new and speedier 
process should enable law enforcement to be more proactive and access electronic data to 
convict the guilty and exculpate the innocent.  
 
Taking the Nicholson murder prosecution as an example, the U.S. and U.K Agreement would 
have enabled direct access to the Facebook data through an OPO. Nicholson would have 
been notified of this request, having been arrested and in police custody. The judicially 
authorised production of the Facebook data within seven days would have enabled use as 
part of the prosecution case and Nicholson to challenge this evidence at trial.  
 
Enhanced powers for law enforcement investigations must be balanced with the need to 
protect targeted users' and affected persons' privacy. Future Executive Agreements should 
require prior-judicial approval for the legal process, notification to users after production by 
default (unless there are exigent circumstances), access to legal remedies and monitored 
compliance. These right-protective considerations are scalable for negotiating countries to 
protect privacy and fair trial rights adequately. The U.S. and U.K. Agreement is a welcome 
reform to international judicial cooperation; now, the need is to ensure the effectiveness of 
future Executive Agreements' to prevent an imbalance that tips the scales of justice to the 
detriment of human rights. 
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